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Abstract. As various Internet services, e-commerce, and information
systems permeate our lives, their continual availability becomes a domi-
nant issue. But continuing software evolution requires system reconfigu-
ration. Running systems must upgrade their components or change their
configuration parameters. In addition, Internet services often need to
serve thousands or millions of users. This scenario raises three conflict-
ing issues: availability, configurability, and scalability.

We propose the use of mobile reconfiguration agents for the efficient,
secure, and scalable dynamic reconfiguration of Internet systems. We
describe a CORBA object-oriented framework that supports dynamic
reconfiguration and allows customization to different kinds of computing
environments ranging from PDAs and embedded systems with limited
resources to powerful workstations.

1 Introduction

The scope of Internet services continues to expand, stretching to new fields and
encompassing more and more human activities in the virtual world of the web.
Activities such as management of bank accounts, reading news, accessing medical
information, filing income taxes, submitting articles to scientific conferences,
getting weather and natural disaster information, and consolidating votes in
elections or referenda stress the importance of service availability, reliability,
and security. However, the rapid evolution of software requires frequent code
updates and reconfiguration. Maintaining the flexibility and rapid growth of
these systems while ensuring the service requirements on such a scale as the
Internet is a challenging problem.

A flexible service can adapt to meet changing requirements and resource avail-
ability. However, flexibility usually conflicts with availability. A service provider
must often shut down, reconfigure, and restart a service in order to update or
reconfigure it. But, disruption may result in business loss, as in the case of e-
commerce, or it may put lives in danger, as in the case of systems delivering
disaster information. Research in dynamic configuration [11] seeks solutions to
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this problem. By breaking a complex system into smaller components and by
allowing the dynamic replacement and reconfiguration of individual components
with minimal disruption of system execution, it is possible to combine high de-
grees of flexibility and availability.

Scalability also conflicts with flexibility and it is usually not addressed by
research in dynamic configuration. Services such as video on demand, on-line
bookstores, and search engines must maintain a high level of parallelism in order
to fulfill their demand. World-wide services with high-bandwidth requirements
such as on-line sales of software must be readily available in different countries.
The problem is that reconfiguring and updating a distributed collection of servers
is troublesome. It may lead to wasted bandwidth — as duplicated information is
sent through the same Internet lines — and it introduces several problems related
to consistency and fault-tolerance. In this paper, we present an architecture that
solves the problems of availability, flexibility, and scalability in an integrated and
secure way.

2 Application Scenarios

The application of mobile agents to a variety of distributed computations can
improve performance significantly. It also provides a uniform way to deal with
code mobility and disconnected operations. We now look at two different uses of
mobile agents for dynamic configuration.

Multimedia Distribution System. We first identified the need for mobile
reconfiguration agents for Internet systems when we developed a component-
based system for scalable distribution of multimedia streams [6]. This system
realizes distribution using a network of Reflectors spread across a wide area.
Each Reflector works as a relay, receiving input multimedia packets from a list
of trusted sources and forwarding these packets to other Reflectors or to end-user
clients. The communication between each pair of reflectors can use a variety of
protocols depending upon the situation.

Our experience with this system ranges from point-to-point audio conferenc-
ing to live broadcast of video and audio through a network of more than 30
Reflectors delivering multimedia streams to millions of users across five conti-
nents [6]. The difficulty in carrying out those experiments, managing more than
30 Reflectors in a wide-area network, exposed the necessity of flexible mech-
anisms for runtime reconfiguration as well as agent-based tools for optimizing
bandwidth utilization in code distribution and component reconfiguration.

Using the Reflector system, we carried out the live broadcast of the NASA
Mars Pathfinder mission from a PC station at the Jet Propulsion Laboratory, a
broadcast that lasted for several months. During that period, we found program-
ming errors in the Reflector code and were forced to update the executable code
in all the machines manually. In addition, system reconfigurations, like increas-
ing the maximum number of allowed clients or adding new multimedia channels,
were also cumbersome since the administrator had to connect to each of the
Reflectors separately.
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In the following sections we present our solution to the problems mentioned
above. We reorganized the Reflector code to permit the dynamic replacement
of some of its fundamental components. Thus, using the reconfiguration agent
infrastructure described in sections 3 and 4, Reflector administrators are now
able to distribute new implementations of Reflector components and to replace
old implementations by new ones on-the-fly.

Mobile Computing and Factory Control Systems. Mobile reconfigu-
ration agents also aid in industrial settings where embedded software systems
control factory machinery. The administrator can walk on the factory floor, in-
specting the physical machinery while using a PDA to inspect the state of the
digital control devices by contacting them through infra red or wireless connec-
tions. Using a graphical management tool, the administrator may create agents
that visit the controllers in that section and return the collected information to
the PDA. Using this information, the administrator can then create appropriate
agents and inject them into the network, reconfiguring the system to optimize
production.

3 Configurable Middleware

To support dynamic (re)configuration of distributed component-based systems,
we built dynamicTAO [7], a CORBA ORB that enables on-the-fly reconfigu-
ration of its internal engine. dynamicTAO exports an interface for loading and
unloading components into the ORB runtime and for inspecting the ORB con-
figuration state. It can also be used for dynamic reconfiguration of applications
running on top of the ORB and even for the reconfiguration of non-CORBA
applications.

The dynamicTAQO architectural framework is depicted in figure 1. The Per-
sistent Repository stores component implementations in the local file system
organizing them in hierarchical categories. It offers methods for manipulating
categories and the implementations of each category. Once a component imple-
mentation is stored in the local repository, it can be dynamically loaded into
the system runtime. A Network Broker receives reconfiguration requests and
forwards them to the Dynamic Service Configurator, which supplies common
operations for dynamic configuration of components at runtime.
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interface DynamicConfigurator void hook_impl (in string loadedImpl,
{ in string compName,
typedef sequence<string> sList; in string hookName) ;
typedef sequence<octet> implCode;
void suspend_impl (in string loadedImpl);
sList list_categories (); void resume_impl (in string loadedImpl);
sList list_impls (in string categName); void remove_impl (in string loadedImpl);
sList list_loaded_impls 0O; void configure_impl (in string loadedImpl,
sList list_domain_components (); in string message);
sList list_hooks (in string compName) ;
string get_impl_info  (in string implName); void upload_impl (in string categName,
string get_comp_info (in string compName) ; in string impName,
string get_hooked_comp (in string compName, in implCode binCode) ;
in string hookName) ; void download_impl (in string categName,
string get_latest_vers (in string categName); inout string impName,
out implCode binCode);
long load_impl (in string categName, void delete_impl (in string categName,
in string impName, in string impName);
in string params) };

Fig. 2. The DynamicConfigurator interface

We delegate some of the basic configuration tasks to components of the ACE
framework [5] such as the ACE_Service_Config — used to process startup config-
uration files and manage dynamic linking — and the ACE_Service Repository —
used to manage loaded implementations.

System administrators or “intelligent” reconfiguration software can drive
the reconfiguration of applications running on top of dynamicTAO by con-
necting to a network broker using a given TCP/IP port or a CORBA IDL
interface. This scheme uses the Distributed Configuration Protocol (DCP) (see
http://choices.cs.uiuc.edu/2k/DCP), which defines commands for code dis-
tribution, inspection of dynamic state, reconfiguration of runtime software ar-
chitecture, and reconfiguration of running components. Figure 2 shows the Dy-
namicConfigurator 1IDL interface that supports DCP.

The first nine operations shown in figure 2 are used to inspect the dynamic
structure of a particular domain and to retrieve information about the differ-
ent abstractions. In our model, a category represents the type of a component
and each category typically contains different implementations, i.e., dynamically
loadable code stored in the local persistent repository. Once an implementation
is loaded into the system runtime, it becomes a loaded implementation and can
be associated with a logical component in the application domain. Finally, com-
ponents have hooks which represent inter-component dependencies, reflecting
the runtime software architecture of the application and its underlying ORB.

The load_impl operation dynamically loads a component implementation
from the ORB persistent repository into the system runtime and starts run-
ning it. hook_impl attaches it to a hook in one of the components in the do-
main. remove_impl finalizes and unloads a component from the runtime and
configure_impl is used to send component-specific configuration messages to
a given component. upload_impl allows a remote entity to store code for an
implementation in the persistent repository, so that it can later be linked to a
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running process. download_impl allows a remote client to retrieve the code for
an implementation from the ORB persistent repository.

4 dynamicTAO Reconfiguration Agents

Our initial version of dynamicTAO and its DCP implementation required a
point-to-point connection between the administrative tool and an application
process in order to configure that particular application process. But this ap-
proach did not scale. If a system administrator needed to upgrade a certain
component of an on-line service composed of 30 replicas, it was necessary to
connect to each replica separately, upload the new implementation of the com-
ponent, and reconfigure the replica.

As a first solution to this problem we considered implementing a management
front-end that would allow administrators to type sequences of reconfiguration
actions that would be sent to a list of application nodes. Although this approach
would improve scalability by simplifying the work of the administrator, it would
not solve the problem of bandwidth waste, i.e., sending large amounts of dupli-
cated information across long-distance Internet lines.

The solution we adopted was to allow administrators to organize the nodes of
their Internet systems in a hierarchical manner for reconfiguration purposes. The
administrator specifies the topology of the distributed service as a directed graph
and creates a mobile reconfiguration agent which is injected into the network.
The reconfiguration agent then visits the nodes of this graph of interconnected
ORBs. Each ORB first replicates and forwards the agent to neighboring nodes,
then executes the agent locally, processing its reconfiguration commands, and,
finally, collects the reconfiguration results, sending them back to the neighboring
agent source.

Using this approach, the administrator can organize the reconfiguration hi-
erarchy to optimize the data flow between distant application nodes. The recon-
figuration commands are executed in parallel in the various nodes, improving
response time. If desired, the graph may contain different levels of redundancy
so that the system can tolerate the failure of some of the nodes in the reconfigu-
ration network. To enhance scalability and decentralize administration, different
administrative domains may select a Domain Representative for the purpose of
receiving reconfiguration agents. The global administrator only needs to include
the Domain Representative in the distribution graph. It is then the responsibility
of the representative to forward the agent to the relevant nodes in its domain.

In this model, the agent behavior is defined by its reconfiguration script and
graph, which are specified by the administrator. In Section 4.3, we describe how
we extend our model to support autonomous agents that decide by themselves
which nodes to visit and which reconfigurations to perform. Overall, our goal
was to develop a flexible infrastructure that could support different flavors of
reconfiguration agents.
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4.1 Implementation

Our implementation of the mobile reconfiguration agent infrastructure consists
of (1) extensions to the original implementation of dynamicTAO for receiving,
processing, and forwarding reconfiguration agents, and (2) a Java graphical front-
end for specifying reconfiguration graphs and for assembling and sending recon-
figuration agents. The administrator selects those ORBs that will be part of the
reconfiguration graph and, using the mouse, draws directed edges connecting
the graph nodes as shown in figure 3(a). Once the reconfiguration graph is es-
tablished, the graphical front-end assists the administrator in building a script
of DCP commands that are codified into a reconfiguration agent. Finally, the
administrator instructs the tool to send the agent to the initial node in the graph.

Each agent contains (1) a copy of the reconfiguration graph (so that different
agents can operate on different graphs at the same time), (2) a script of DCP
commands to be interpreted on each node in the graph, and (3) a unique sequence
number which is used to avoid processing duplicated copies of the same agent on
the same node. When the agent comes back to the administrator node, the results
returned by all the nodes in the reconfiguration graph are finally displayed to the
administrator through the graphical front-end. The system also draws attention
to the nodes that did not reply within a given timeout. Figure 3(b) shows the
results returned by an agent containing three DCP inspection commands (also
called an inspection agent).

Our agent dissemination system can be seen as a simple, lightweight im-
plementation of reliable multicast over TCP/IP. We intentionally adopted this
simple and reliable solution for agent transmission because it lets us concentrate
on the dynamic configuration aspects of the problem. However, depending upon
the topology of the reconfiguration network (for example, if the nodes have many
output edges), it may be worthwhile to use other underlying protocols such as
IP-Multicast for distributing agents. In that case, however, the complexity of the
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middleware would be much higher since it would have to guarantee reliability
over a non-reliable protocol.

4.2 Security

To provide security, our architecture supports access control, authentication,
and encryption by using our group’s CORBA implementation of the standard
General Security Services (GSS) API [8]. We adopted the Role-Based Access
Control model (RBAC) because it is more flexible and easier to manage than
the traditional DAC approach used in systems like Unix and Windows [13].

We extended dynamicTAO to include an instance of a SecureAgentBroker,
a subclass of the Network Broker that supports secure reconfiguration agents.
As shown in figure 4(a), it uses a component implementing the GSS API and a
Role-Based Access Control Service (RBACS). The administrator who wishes to
inject a reconfiguration agent into the network establishes a secure connection
with the root node in the distribution graph by using a GSS-enhanced version of
the administrative front-end. We use the GSS encryption mechanisms for data
privacy and integrity. Thus, unauthorized principals are not able to decrypt the
agent or tamper with it. The system ensures authenticity by using credentials and
delegated credentials supplied by the GSS. The RBACS provides mechanisms by
which the SecureAgentBroker enforces access control. Thus, the system is able
to recognize multiple roles such as, for example, admin, user, and alien. The
admin might have all the rights for reconfiguration and inspection; the wuser,
only inspection; and the alien might have no rights.
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Whenever a SecureAgentBroker needs to forward a reconfiguration agent to
another node, it first establishes a secure connection with it. Then, it forwards
the encrypted agent along with the credential and role name of the original
author of the agent. On receiving a reconfiguration agent, the broker decrypts it
and checks for integrity and authenticity by using the GSS API. It then forwards
the agent to other nodes as dictated by the distribution tree accompanying the
agent. The Access Controller checks the authorization for each DCP command
the agent issues by contacting the RBACS. If the access is valid, the broker
executes the agent locally and merges the results with the results from all its
children nodes before forwarding the collated results to its parent.

4.3 Plugging Different Interpreters - Java Agents

Our default implementation supports agents with simple reconfiguration scripts
based on the DCP protocol. On the one hand, this allowed us to write an ex-
tremely lightweight interpreter that processes the agents efficiently. This is very
appropriate for PDAs and embedded systems that can be found, for example, in
the factory control scenario described in section 2. On the other hand, it limits
the expressiveness and autonomy of the reconfiguration agents. By using a more
powerful language for reconfiguration such as Java, the administrator is able to
write more sophisticated agents that can use the agent and ORB state to make
decisions about their actions. To achieve that, we organized our infrastructure as
an object-oriented framework to which different kinds of agent interpreters and
mechanisms can be plugged. For example, by plugging a Java Virtual Machine,
we added support for Java agents.

We encapsulated Sun’s JVM into a component that can be dynamically
loaded into the dynamicTAO domain; this component exports an interface that
contains operations for loading and interpreting Java bytecode. In addition to
the reconfiguration topology graph, that now can be modified on-the-fly, the
Java agent carries its dynamic state from node to node and it contains Java
bytecode that is interpreted inside a sand-box so that its actions can be limited.
By using the DynamicConfigurator IDL interface (see figure 2), the Java bytecode
can issue inspection and reconfiguration commands to the ORB domain. Based
on the result of these commands the agent can (1) update the state it carries
from node to node, (2) change its behavior to adapt to the environment and user
preferences on each node, and (3) modify the reconfiguration graph, deciding to
migrate to a different set of nodes. In that manner, our framework offers both
simple agents based on DCP scripts for environments with limited resources and
powerful Java agents that can carry state and modify its behavior along the way.

4.4 A Discussion on Fault-Tolerance and Consistency

Our experience with distributed computer systems has shown that several appli-
cations do not require strict consistency between the components in the different
nodes. When deploying the multimedia distribution system described in section 2
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for example, we were able to use different versions of Reflector components si-
multaneously. In many cases, even if a component update was successful in part
of the nodes and failed in another part, the distributed system could continue
working gracefully until all the updates were achieved manually.

To keep the system small and efficient, we opted not to provide strong guar-
antees about the execution of the reconfiguration commands in the current im-
plementation. On a single node, some reconfiguration commands may fail while
others succeed; it is the responsibility of the agent to catch the exceptions raised
by the failed commands and treat them accordingly. Also, reconfiguration com-
mands may succeed on some nodes and fail on others. To cope with these errors,
the system detects the failures and the graphical front-end (shown in figure 3(b))
displays to the administrator where they occurred and the respective diagnosis
messages. Then, using a separate tool called Doctor (the Dynamic ORB Config-
uration Tool in figure 4(b)), the administrator can connect to the node where the
failure occurred, inspect its state and reconfigure the node manually. By navigat-
ing through ORB and application components interactively, the administrator
can investigate the causes of the errors, and fix them.

On the other hand, it is possible to achieve the effects of atomic transactions
using the functionality we are offering through the Java agents. On an individual
node, the Java agent can be programmed to store the previous state of the
system before starting to make any changes. Should an error occur during the
reconfiguration process on that node, the Java code can catch the exceptions
and bring the configuration back to the initial state.

To achieve the effects of atomic transactions on the distributed system as
a whole, one can use a different technique. According to our experience, recon-
figuration failures usually happen when a new component is loaded (and the
dynamic loader cannot link it) or when the new component is initialized (and it
fails to locate the functions or allocate the resources it needs). Thus, we instruct
the administrator to separate its reconfiguration in two phases resembling the
two-phase commit protocol for atomic transactions [3]. First, the administrator
sends an agent to load all the required components and to initialize them by
executing the load_impl operation (and, if needed, configure_impl). If an error
occurs, the administrator chooses between sending a new agent to unload the
new components from all the nodes or using Doctor to fix the individual errors.
If the component implementations are loaded and initialized successfully in all
the nodes, the administrator sends a new agent to attach them to the proper ap-
plications and ORB components, which would correspond to the commit phase
of the two-phase commit protocol.

We found this to be sufficient for most of the application scenarios with
which we work. However, some other applications require more strict guarantees
of the ACID properties [3] for atomic transactions. For example, if we want to
reconfigure the marshalling and unmarshaling components in all the ORBs in a
distributed system, it is important to guarantee an all-or-nothing property in the
transactions. If an ORB replaces its marshalling mechanism and one of the ORBs
to which it sends requests does not change its unmarshaling mechanism, they
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might no longer be able to communicate. To support that, one could extend our
infrastructure by using standard transaction mechanisms for distributed systems
[2] and recent protocols for mobile agent fault-tolerance [14].

5 Experimental Results

We have used our infrastructure in a variety of systems including Solaris 7, IRIX
6.5, Linux Red Hat 6.1, and Windows NT and 98. To evaluate the response
time and relative performance gains made possible by our infrastructure, we
established an intercontinental testbed with the collaboration of researchers in
Brazil and Spain. The testbed consisted of three groups of machines: two Sun
Ultra-60 and one Ultra-5 machines running Solaris 7 at cs.uiuc.edu, three
333MHz PCs running Linux RedHat 6.1 at escet.urjc.es, and three 300MHz
PCs running Linux RedHat 6.1 at ic.unicamp.br.

The machines inside each group were connected by 100Mbps Fast Ethernets
while the groups were connected among themselves through the public Internet.
We executed several instances of a test application running on top of dynamic-
TAO and injected different kinds of agents in this network.

To avoid drastic oscillations in the available Internet bandwidth and latency,
and to minimize undesired interference, we carried out the experiments during
the night!. The average bandwidth and round-trip latency between our lab at cs.
uiuc.edu and escet.urjc.es were 7T6KBps and 170ms, respectively. Between
our lab and ic.unicamp.br, 32 KBps and 270ms, respectively.

In our first set of experiments, we measured the total round-trip time for
executing five inspection commands (list_categories, list_impl, list_loaded_impl,
list_domain_components, and get_comp_info) using different techniques. By send-
ing the five commands to a single remote node using an agent, we obtained a
68% performance improvement compared to sending a separate request for each
command without using agents (362 ms against 1128 ms). When sending agents
to the nine nodes using the distribution tree shown in figure 3(a), we obtained a
60% performance improvement compared to a point-to-point approach (847 ms
against 2127 ms).

To measure how the benefits of using a distribution tree varies with the size
of the agent, we sent a series of agents carrying the code for components of
different sizes to be installed in the remote nodes. As shown in figure 5(a), as
the size of the component being uploaded increases, the relative gain of using
a distribution tree instead of point-to-point connections increases significantly.
This happens because the agent “multicast” mechanism minimizes the use of
the public Internet, which is the bottleneck in this experiment. In the graphs,
each value is the arithmetic mean of 10 runs of each experiment and the vertical
bars represent the standard deviation. Finally, figure 5(b) shows the comparative
performance between the agent approach and conventional client /server requests
as the number of requests increases from one to eight. The client/server times

! When we ran the experiments during times of high network traffic and congestion,
the performance numbers were even more in favor of our mobile agents approach.
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were measured by building an application that sends the commands contained in
the agent as separate requests transmitted sequentially via TCP/IP connections.
Since the overhead of processing this kind of agent (around 1ms) is negligible
compared to the latency of long distance Internet lines, the performance of both
approaches when sending a single command is roughly the same. As we increase
the number of commands in each experiment, the total completion time for the
agent barely varies while the completion time for the client/server application
increases rapidly as expected.

Although our implementation could still be improved significantly with more
tuning and optimizations, these preliminary results are very encouraging. They
demonstrate clearly that mobile agents can provide extreme performance im-
provements for the reconfiguration of wide-area distributed systems.

6 Related Work

Previous and ongoing research in dynamic configuration [11] use architectural
description languages, connectors, and dataflow models to represent the struc-
ture of complex applications and, in some cases, use configuration languages to
specify dynamic modifications in this structure.

This paper shows how we combine two apparently unrelated research areas
(mobile agents and dynamic configuration) to manage the dynamic reconfigura-
tion of distributed applications in an efficient, scalable, and secure way.

Ranganathan et al. developed a middleware for reconfigurable distributed
scripting [12] that also involves agents and reconfiguration. However, while we
use mobile agents to reconfigure scalable component-based applications, their
work focuses on the dynamic reconfiguration of agent-based applications that
use their middleware. Thus, our motivation and goals are different.

One of the most common concerns related to mobile agents is security. Re-
quirements include the authentication of the involved parties and the protection
of the execution environments from malicious agents. Albeit, the most chal-
lenging issue, the protection of the mobile agents from the execution environ-
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ments, is still mostly unresolved. Methods based on provably-secure languages
and proof-carrying code [9] have been proposed to provide protection for execu-
tion environments. JavaSeal [16] shows how to isolate agents from one another.
Protecting the agent from malicious hosts is, in general, more difficult and can
be partially solved by approaches like the time-limited black-box security and
clueless agents [15].

Our approach is to provide secure communication channels for the agents
to traverse, protecting them from external attacks. The hosts use Role-Based
Access Control [13] to limit what the agents can do.

Baldi and Picco presented an elaborated quantitative model for mobile code
performance [1]. Puliafito, Riccobene, and Scarpa carried out an analytical com-
parison among the client-sever, remote evaluation, and mobile agents paradigms
[10]. Their results help evaluating under which circumstances the use of mobile
agents is beneficial.

Ismail and Hagimont carried out an empirical performance evaluation of
their infrastructure for Java mobile agents, comparing them to Aglets [4] and
to approaches based on RMI. Their experiments focused on single-hop agents
on intra-continental networks. Qur experiments involved single- and multi-hop
agents on intercontinental networks. Both works demonstrated that the mobile
agent model can lead to significant performance improvements.

7 Conclusions

As Internet services become pervasive in our society, we become more and more
dependent on their availability. However, software is in continuous evolution,
which requires running systems to be updated and reconfigured on-the-fly with
minimal disruption.

This paper proposes the use of mobile reconfiguration agents for secure, effi-
cient, and scalable dynamic reconfiguration of Internet systems. We described a
prototype implementation of such a mobile reconfiguration agent infrastructure
based on a CORBA-compliant ORB supporting dynamic reconfiguration. Our
framework can be customized either with efficient, lightweight agent interpreters
— for environments with limited resources such as PDAs and embedded systems
— or with more powerful interpreters such as the Java Virtual Machine.

Empirical results show that agents can improve the performance of dis-
tributed, dynamic reconfiguration greatly. We believe that, within a few years,
the use of mobile agents for management and configuration of large-scale Internet
systems will be a common practice.

Availability

The source code and documentation for dynamicTAQO, DCP, and the mobile-
agent-based reconfiguration engine is available at http://choices.cs.uiuc.
edu/2k/dynamicTAQ.
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